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Windows Computers

e Windows Server 2016
e Windows Server 2012
* Windows Server 2008
e Windows Server 2003
e Windows 10

* Windows 8

e Windows 7

* Windows Vista

* Windows XP

Windows Host Security Programs

* McAfee Anti-Virus

e Symantec Anti-Virus

e Bit9 Application Whitelisting

e McAfee Application Whitelisting

Network Switches and Routers

e Cisco

e Juniper




e Palo Alto
e Foundry
¢ Riverstone
e ATI

e 3Com

e Adtran

e Bay

¢ And more.

Firewalls, Proxies, and Gateways

e Cisco

¢ Netscreen
e Juniper

e Checkpoint
¢ Blue Coat

Network IDS/IPS

e Cisco/Sourcefire Event Center eStreamer

¢ Palo Alto Next Generation Firewalls

Backup

e Experion Backup and Restore (EBR) R410
¢ Windows Backup and Restore
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Guidance

Risk to Site: @) @ Aamin: A v

Possible Causes
+ Possible indication tha malware s present on this computer, but being blocked by AWL.
+ The AWL software may King a legitimas
« An unauthorized application has attempted to execute:

faise positive)

Potential Impact
pact reliable operation

- Unp:
+ Application whitelsting should prevent malware from Impacting the system directly

Recommended Actions

lec 10 NOT be part of a eglimate application or system function, it

e to be part o a legitimate appiication or system funciion, AWL software configurations may need {o be updated. Please consult your vendor for assistance
ifitis a aise posilive

fle is maware, you should

- itte fle
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